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Data Backup is Much More Complicated Than It Seems

You must consider a series of worst-case scenarios if you want
to protect your business in the long run. While various factors
such as physical security, employee training, and network secu-
rity can help you mitigate the majority of issues you face, what
happens when each of these efforts fails? You know what they
say--prepare for the worst and you never be surprised by a
data loss event again.

Data Backup is Much More
Complicated Than It Seems

Project Management Tips From
the Pros

Where Does Deleted Data Go?

3 Ways Managed IT Can Prevent
Technology Troubles

48 Vulnerabilities Resolved On With a quality data backup and disaster recovery solution, youQ
Patch Tuesday be prepared for whatever life throws at your business. Larger companies generally don®
have as much to worry about, as their budgets are more flexible and can accommodate
the spending required to ensure business continuity. Yet, smaller businesses can take

advantage of these benefits as well, and itQall thanks to managed IT services. The same
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Improving Outlook With Three Tips

backup and disaster recovery services that large enterprises take advantage of can work
for your business, too, and it all starts with a business continuity plan. Here are four major
concerns that any SMB should take into consideration for preserving their data
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Project Management Tips From the Pros

S roid If youQe ever managed a major IT project, you®e probably well
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Kaspersky software banned
from US government agencies

acquainted with Murphy@ Law: GAnything that can go wrong,

X by
Retweeted Ars Technica
We dont have 1st hand experience with
Kaspersky, but do you trust your security
coming from a provider banned by the US
govt? works!

es. The key to overcoming these challenges lays not with the
execution of the plan, but with the preparation. Here are four
¥ things to consider when youQ@e planning out your next

long-term IT project.
We get called in to fix a lot
of IT messes. This is work done by a global
comms company who works with militaries
and governments. Really??

Know Your Needs

Believe it or not, understanding exactly what your company needs from a project and
translating that into a well-defined strategy with realistic goals may be the difference
between a success and failure. First, itQ best to look at the big picture.

I Whatis the desired result?
Our Sales Team Contact Info What does the project do for your business?

' ' How will the implementation of this project affect other departments?
Jim Abbott 9 Will the project directly impact clients/prospects?
jabbott@ashtonsolutions.com T Will there be any downtime?

216-539-3685 9 Does the team need to be educated about this project?
Chuck Penzenik Budgetng for the Unknown

cpenzenik@ashtonsolutions.com
216-245-0159

Prices go up. Projects get delayed. Accidents happen. More often than not, you®e going to
run into an unplanned incident during the duration of your project. The best way to make
sure that your budget doesn@come up short is by anticipating that there will be unfore-

Visituso n | at:n e seen expenses. Whenever possible, itQ preferred that you give yourself a bit of Wiggle
newsl eter.ashtonsolutons. com (Continu@d or
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Where Does Deleted Data Go?

Have you

| deleted a file
and immedi-

I ately re-

- gretted it?

a1 Well that may
M be easy
enough to get
the file back.
What if your intention was to make that
file disappear for good? Then you have
to understand that the way many oper-
ating systems handle the deletion of files
may present problems for you.

Depending how you went about deleting
the file in question, they may not be
deleted at all; and, if they hold sensitive
information, they will still be accessible
by hackers looking to profit off of your
negligence. Below we outline what
happens when you delete a file to give
you an idea what exactly the process is
to get rid of data. That kind of awareness
is critical for you to protect your data,
and your companyQdata.
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Del etng a PC File

On your standard PC, running some form
of Windows, when you delete a file it is
moved to your Recycle Bin. You may
think that the files are gone, but that
isn@the case at all. The location of the
file is changed, thatQall. If you access
the file path inside the Recycle Bin, you
can still open it and restore it. You can@
even get a file to open if you delete it
out of the Recycle Bin. Doing so elimi-
nates the file path and is labeled freeé X
but the file itself is not overwritten.

This data won@be gone in perpetuity
until it is overwritten by another file,
which is rather unlikely if you are using
massive storage facilities for smaller
files. Since you never really want to be
that close to maxing out your available
data storage, overwriting deleted file
data happens less than a computer@
user would like.

Cloud Storage
If you are using a cloud storage facility

Project Management Tips From the Pros

(Continued from page
roomQithin your budget. Of course,
you can@predict the future - but you
can look to previous projects for an idea
of what sort of snafus you are likely to
encounter. Giving yourself a bit of
cushion when planning out your budget
might end up saving you big time down
the road. And if it turns out that you
didn@need that extra money, then
congratulations! Your project was
completed under budget!

Deter mi ne
Measur ement s

Especially important during long term IT
projects is figuring out ways to measure
and gauge the projectQ progress. You
will want to determine a plan for these
measurements before you begin the
project. This will help you maintain for-
ward momentum, keep your budget in
check and show areas that need im-
provements for the next time you have
a similar project.

Key performance indicators (KPls) are
ways to measure that success. Keeping

track of the following metrics will help
you get a grasp on the way your
project@ progress throughout the
execution:

Actual cost

Cost Variance

Earned Value
Planned Value

Return on Investment
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Too often in a projectQ execution, only
the project managers will know how the

Benchmar kgjecdstaffing. Everyone else is only

privy to the sections of the project that
apply directly to them. Project manag-
ers are there to drive the project - and
part of that is communicating with
resources - both inside and outside of
the project.

For example, if your project is going to
require your network to be offline, giv-
ing advance warning to those who will
impacted by this downtime is not only
courteous, but keeps your project on

track. There is nothing like having to

delay your progress because there was
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like Google Drive or Microsoft OneDrive
and you want to delete a file, the provid-
er typically keeps this information for a
couple of days after the initial deletion,
just in case a user made a mistake. After
that, however, consumer-grade cloud
services customer probably won@have
much luck retrieving any data they had
deleted.

Business cloud storage solutions are an-
other story altogether. If your business is
a customer of any notable cloud provid-
er, itQlikely to come with redundancy
built in. This is a strategy to protect busi-
nesses from human error.

Ashton Technology Solutions can help
your business equip itself with a data
storage structure that keeps your data
under control. For more information

contact us today at 216-397-4080.

Share this Article!
hstp:/£bit.ly/2w3191a

an important meeting scheduled for the
time you had planned on bringing the
network offline.

There are many programs and applica-
tions available to those who are looking
for ways to improve organization and
communication throughout your pro-
ject. Project management software
gives PMs a unified solution where
they@e able to track inventory, budget,
KPls, resources and a whole host of
parts of a project in motion.

As with most things in life, projects
rarely go as planned. The only thing that
a project management team can do is
make an effort to plan ahead, anticipate
needs, and be ready to face whatever
challenges are thrown their way. Do you
have an IT project in mind but are
unsure of how to manage and execute
it? Contact Ashton Technology Solutions
today at 216-397-4080.

I|"':_:': Share this Article!
% http://bit.ly/2w3k3Cw
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Data Backup is Much More Complicated Than It Seems

(Continued
Antvirus
The same can be said for an antivirus
solution, which protects your data by
eliminating threats to it. All it takes is
one threat to corrupt your businessQ
computing infrastructure. Think about
what would happen if your data back-
ups were to be corrupted by some ran-
som strain of malware. Would you be
able to restore a backup like that in
good faith that it wouldn@pose a threat
to your organization?

from page

Probably not--and you shouldn@be in
this situation in the first place. Imple-
ment an enterprise-level antivirus solu-
tion so that you don@have to worry
about whether your data backups are
any good.

Backup Tests
Let@say that your business experiences

a data loss incident. You try to restore
your data as soon as possible, but some-
thing goes wrong. The data is corrupted.
[tQ not as complete as youd like it to
be. Regardless of the reason, your busi-
ness is down and out because you just
assumed that your data backups would
work as intended. You should be period-
ically testing your data backups to en-
sure that they will work when called
upon.

Use Aut omat on
The chances of your businessQ data
backups not working as intended will be

3 Ways Managed IT Can Prevent Technology Troubles

Is technology
a major prob-
lem for your
V‘;), organization?
g If so youQe
just like many
small busi-
nesses out
there that
think they can@afford proper IT mainte-
nance and management. Thankfully,
managed services threatens this
misperception by bringing affordable
preventative solutions to the table.

Outsourced IT, or managed services, can
be a valuable investment for a business
that wants to prevent problems from
occurring rather than react to them as
they happen. By effectively using man-
aged IT, you can significantly reduce the
risk of your technology failing before itQ
meant to.

A Net wor k
Before you can work toward resolving
problems found on your network, you
need to know that they exist. This is
where a comprehensive network assess-
ment comes into play. A network assess-
ment shows you where your network

has its flaws, whether they are traffic
bottlenecks, security vulnerabilities, or
even just failing hardware components.
A third party like Ashton Technology
Solutions can provide this service for
you so that you can get a clear, unbiased
opinion on what you must do to improve
your organization@Q operations.

oBy effect
managed | T,

significantly

of your techn
bef o®e metad@ 6

Remote Networ k
Knowing whatQ wrong is only half of the
battle, though. Once you know where to
look, you need to keep watch over your

network to ensure that the weak points

don@develop into major problems. Yet,
your in-house team likely doesn@have

A'S s e s s me ntime to monitor your entire infrastruc-

ture day-in and day-out.

An outsourced IT provider like Ashton
Technology Solutions is far better suited
to this role, as we can do so remotely
without an on-site visit. We can then

Mo n
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drastically reduced if you remove one of
the most unpredictable parts of it--the
human element. Tape backups require
your employees setting tapes to run
backups at the end of every day.

A cloud-based BDR, however, will ac-
complish the same goal automatically
and send the backup directly to the
cloud. There is no room for error here.
Everything is handled seamlessly and
without human intervention.

Does your business have a comprehen-
sive business continuity plan? If not, be
sure to give us a call at 216-397-4080.
Our trusted technicians can help you
build the perfect backup solution for
your business.

ik Share this Article!
http://bit.ly/2w3rzNI

ensure that any maintenance that must
be performed can be done before your
network is put at risk.

Uni fed Threat
To keep your business from falling victim
to a rogue virus or malware on your net-
work, you need to take preventative
measures. One of the best ways you can
protect your business is with a Unified
Threat Manzigernent solution, which
crovides the collective might of enter-
prisa-levei security solutions, iricluding a
firewall, antivirus, spam blocker, and
content filter. By keeping threats like
ransomware, Trojans, spyware, viruses,
and so much more out of your infra-
structure,iyau gan prevent problems
from happening in the first place.

Ultimately, managed IT that keeps issues
from happening in the first place saves
your business time and money. You can
focus on making sure your business runs
properly without interruptions. To learn
more about managed IT, reach out to us

Managem
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48 Vulnerabilities Resolved On Patch Tuesday

= Microsoft@Q
monthly
Patch Tues-
day issued
resolutions
to 48 vul-
nerabilities in August, includ-
ing 15 that affected Windows,
25 critical flaws, 21 important
flaws, and 27 that allowed for
remote execution. This is a lot
to consider, but the main jist
of this is that lots of threats
were fixed, and that your
organization shouldn@risk
not implementing them as
soon as possible.

Only 15 of the vulnerabilities
affected Windows itself, but
the others addressed issues
with other Microsoft prod-
ucts, including Internet Ex-
plorer, Microsoft Edge, Share-
Point, SQL Server, Hyper-V,
and Kernel. Yet, only two of
these flaws affected every

single version of Windows
and Windows Server, and
none of them were being
exploited in the wild by
hackers.

One of these vulnerabilities
demands your immediate
attention, though, and that is
the one that has your Win-
dows Search feature in its
crosshairs. This vulnerability,
coded by Microsoft as CVE-
2017-8620, can use the Serv-
er Management Block (SMB)
to remotely control a system,
be it a Windows Server unit
or a Windows workstation.
Since the flaw isn@located in
SMB itself, it isn@affected by
other threats like the notori-
ous WannaCry ransomware
and NotPetya.

This Windows advisory claims
that the vulnerability takes
advantage of the way that

Improving Outlook With Three Tips

Does your
business
use Mi-
crosoft
Outlook as
its pre-
ferred email client? 1tQ likely
that you have already noticed
how dynamic of a solution it
is for your business purposes,
but little do you know that
the most recent version of
Outlook is stacked with some
of the best features out there
to make your user experience
even better.

Ashton Solutions

23625 Commerce Park
Suite 130

Beachwood, Ohio 44122
Voice: 216-397-4080
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Here are three of the best
ways you can use Outlook to
get more productivity out of
your workday.

Quickly
If you want to access your
inbox without going through
all sorts of folders or icons,
you can easily do so with just
a few keystrokes. Just press
the Windows key and R, and
youdl open the Run window.
Just type outlook into the
field.
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Windows Search works with
objects in memory. A hacker
can send customized messag-
es through the Windows
Search function to change
user permissions. They can
then take full advantage of
their permissions to install,
remove, or change applica-
tions on any infected device.
They can also view, change,
or delete any data that@
stored on it, or create a new
account just for them with
full administrator privileges.

A vulnerability like this is ex-
actly what a hacker wants.
They can basically take full
control over a victimQ com-
puter with minimum trouble.
If you implement patches and
security updates as they areX

yixrew Read the Rest Online!
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Type the name of a program, folder, document, or Intemet
=1 resource, and Windows will open it for you.

Open: | ENIEEN v

Browse...

Add an Atachment
If youQe worked in Excel or

Word on a document, or re-

cently downloaded a PDF or

image file that you want toX

e Read the Rest Online!
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